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De-identified is not Anonymous

Ethnicity

Visit date
87% of the Unlted States Is
RE-IDENTIFIABLE

Date last voted

Medication

Total charge

Hospltal Dlscharge Data Voter List
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DNA Re-identification

« Many deployed genomic privacy technologies leave
DNA susceptible to re-identification (vain 2005)

« DNA s re-identified by automated methods, such as:
—  Genotype — Phenotype Inference (valin & Sweeney, 2000, 2002)

3334 (CAG)"
Medical [—) ICD9 code —> Gene_tic
Database Mutation
3334 (CAG)"
ICD9 code ¢ HD Gene — DNA

Mutation Database
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Genealogy Re-identification
(Malin 2006)

e IdentiFamily:
— software that links de-

(]

identified pedigrees to
named individuals

— Uses publicly available

u 175

Information, such as
obituaries, death records,
and the Social Security
Death Index database to
build genealogies
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Genealogy Re-identification
(Malin 2006)
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IRichard R. Mann I

1924-2007

Richard R. Mann, 82, of Cheyenne died Jan. 12 at Cheyenne Regional Medical Center.
He was born June 29, 1824, in Allentown, Pa., and had lived here since 1956.

Wr. Mann served in the Army Air Corp during World War Il in South Africa and Italy.
He retired as a flight engineer for the Wyoming Air Mational Guard.

Wr. Mann was a member of St. Mary's Catholic Church, Elks, Moose and the Knights of Columbus, where he had been a past grand knight and state deputy.

He is survived by two sons, Gerald Mann and Thomas Mann, both of Cheyenne; seven daughters, Teresa Johnson, Kathryn Schroll, Judith Oldenburg, Cheryl
Thibault, and Jon Cameron, all of Cheyenne, Lou Ann Golden of Sidney, Meb., and Kimberly Byron of Littleton, Colo.; his companion, Katie Heaton of Cheyenne;
25 grandchildren and two great-grandchildren.

He was preceded in death by his wife of more than 80 years, Patricia A. Mann; two daughters, Mary Constance Grant and Jeanane Rhodes; his parents,
Ruszell and Yiola Mann; two brothers, Roland Mann and Robert Mann and a sister, Rochelle Behrandt.
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System Susceptibility

(Malin, JAMIA 2005)

Privacy Protection Systems

Trusted Semi-Trusted 250 = . gy
What Third Party | Third Party Denominalization De-identification

University of Utah,
University of University of Sydney,
Montreal Australian National

University

deCode University of
Where Genetics Gent,
Inc. Custodix

Susceptibility to Attack

Family Structures

Genotype-Phenotype

Dictionary

29e CONFERENCE INTERNATIONALE DEY Suscep'“bIe - Not Suscept|b|e ACY COMMISSIONERS
B A 25 A U 28 5 E- P 1 8 20 07




PRIVACY HORIZONS TERRA INCOGNITA LES HORIZONS DE LA PROTECTION DE LA VIE PRIVEE

Alterlng Data Does not
Guarantee Protection

e Science Magazine

_ " DISCLAIMER:

Uniqueness Does not Guarantee
- Prlvacy will be Compromlsed

— Conclusions

 Too much perturbation needed to
prevent linkage Privacy
« Keep records under lock and key (Perturbation)
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Formal Re-1dentification Model

Already Public

De-identified .
Biobank Data Identified Data
aaactaaga Lo oL John Doe
cacaccaty |4 2. Certify No Linkage | Jane Doe

Route :
tatatgatgt Jeremiah Doe

Necessary Condition

Necessary Condition
~ecessdly L OTEHON UNIQUENESS

UNIQUENESS

29e CONFERENCE INTERNATIONALE DES COMMISSAIRES A LA PROTECTION DES DONNEES ET DE LA VIE PRIVEE 29" INTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRIVACY COMMISSIONERS

oou Bkl W X0 S EPTEM BIRE 1007 MO NTRE AL OCAMNADA SCETPECT ECMLCB AR 1f5 -0 18 2.0 0:79



PRIVACY HORIZONS TERRA INCOGNITA LES HORIZONS DE LA PROTECTION DE LA VIE PRIVEE

Formal Protection

o k-Map (sweeney, 2002)

— Each shared record refers to at least k entities in the
population

o k-Anonymity (Sweeney, 2002)

— Each shared record is equivalent to at least k-1 other
records

o k-Unlinkability (malin 2006)
— Each shared record links to at least k identities via its trall
— Satisfies k-Map protection model
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Beyond Ad hoc Protections

e Perturbation does not guarantee privacy
o Alternative: Generalization of data

Perturbation (Lin et al 2004)
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S Generalization (Malin 2005)
ATC[G or CJA[T or A]JCG[T or AJT
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Learning Who You Are From
Where You Have Been (“Trails”)

(Malin & Sweeney, 2001; 2004, Malin & Airoldi 2006)

Identities in Discharge DBs
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Preventing Trails: Cystic Fibrosis Population
(1149 samples)
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Benefit: Quantified Risk
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